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General information on the examination carried out 
 

Client: Hetzner Online GmbH 

Industriestraße 25 

91710 Gunzenhausen 

 

Authorised institute: TÜV Rheinland i-sec GmbH 

Am Grauen Stein 51105 Cologne 

Freigerichter Straße 1-3 63571 Gelnhausen 

Dudweilerstraße 17 66111 Saarbrücken 

Zeppelinstr. 1 85399 Hallbergmoos 

Cologne HRB 30644 VAT ID no.: DE812864532 

Phone: +49 221-806 0 / Fax 0221-806 2295 

E-mail: service@i-sec.tuv.com 

Scope of investigation: Checking the technical and organisational measures of the data 

centres at the locations: 

• Helsinki (Tuusula, Finland) (Last site visit on 19/02/2026) 

• Nuremberg (last site inspection on 07/02/2024) 

• Falkenstein (Vogtl.) (Last site inspection on 11/02/2025) 

Other applicable 

documents: 

Contract data processing agreement incl. Annex 2: Technical and 

organisational measures in accordance with Art. 32 GDPR of Hetzner 

Online GmbH 

Project manager: Bernd Zimmer 
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1 Summary 

 

TÜV Rheinland i-sec GmbH confirms Hetzner Online GmbH's compliance with the information provided 

to customers on the technical and organisational measures taken in accordance with Art. 28 GDPR. 

The audit was based on the generally accessible technical and organisational measures that were 

available at https://www.hetzner.com/AV/TOM.pdf at the time of the audit. The aforementioned technical 

and organisational measures are part of the order processing contract between Hetzner Online GmbH 

(contractor) and the customer (client). 

 

No deviations were identified during the audit. 

  



 

TÜV Rheinland i-sec GmbH Seite 5 von 22 

 

2 Basics and methodology 

This section describes the initial situation, scope, objectives and testing and assessment principles of 

the study carried out. 

2.1 Initial situation and objectives 

Hetzner Online GmbH is active on the market in the field of hosting or housing as a processor within the 

meaning of Art. 28 GDPR. As part of this activity, GDPR-compliant order processing contracts are 

concluded with customers. The contracts contain technical and organisational measures (in accordance 

with Art. 28 para. 3 lit. e GDPR), which are the subject of this audit. 

Since October 2016, Hetzner Online GmbH has been certified according to the international standard 

ISO/IEC 27001 certified. The certification is valid until September 2028 and covers all locations in 

Germany and Finland. The scope of the certificate is as follows: 

"The scope of the information security management system includes all hosting services and the data 

centres." 

In addition, Hetzner Online GmbH has held a BSI C5 Type 2 certificate since December 2025. 

Further information about the certifications can be found at:  

https://docs.hetzner.com/general/company-and-policy/information-security-at-hetzner/ 

2.2 Scope of application 

Data centre parks at the locations: 

• Helsinki/Tuusula (Finland)  

• Nuremberg (Germany)  

• Falkenstein/Vogtland (Germany) 

2.3 Test/audit basis 

The following were used as test bases: 

• Technical and organisational measures of Hetzner Online GmbH, which are available at the link 

https://www.hetzner.com/AV/TOM.pdf. 

• EU General Data Protection Regulation (EU GDPR) 

2.4 Procedure 

During an on-site inspection, the technical and organisational measures at the locations were verified 

on the respective inspection date and conformity with the information provided by Hetzner Online GmbH 

was checked. 
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In addition to the site inspection, interviews were conducted with the employees involved and the 

measures taken were compared and evaluated with the measures described or contractually agreed 

with customers 

The following persons were interviewed during the audit: 

Alena Scholz  Data Protection Officer 

3 Result of the audit  

The information provided by Hetzner Online GmbH in "Annex 2 to the contract pursuant to Art. 28 GDPR: 

Technical and organisational measures in accordance with Art. 32 GDPR and Annex" have been 

implemented and correspond to the contractually assured measures. 

  



 

TÜV Rheinland i-sec GmbH Seite 7 von 22 

 

4 Results in detail 

You can find more detailed information on individual measures at: 

https://docs.hetzner.com/general/others/technical-and-organizational-measures. 

I. Access control  
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Please note the following information for the following chapters: 
With our dedicated servers, the responsibility for the administration, maintenance and security of the server infrastructure lies entirely with the client.  
With our managed products, we take responsibility for the maintenance, administration and security of your systems. 

II. Electronic access control 
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III. Internal access control 
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IV. Transfer control  
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V. Isolation control 
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VI. Pseudonymisation 
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VII. Confidentiality  
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VIII.  Integrity  
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IX. Availability and resilience  
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X. Procedures for regular review, assessment and evaluation 
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5 General information 

In view of the sampling nature of the study, it should be noted that there may be other strengths, but 

also potential risks, outside the aspects examined in connection with this study. 

Although the inspection was carried out with the greatest possible care, TÜV Rheinland i-sec GmbH 

therefore excludes liability for existing and unrecognised potential risks. 

The test result in no way releases the company from pursuing its safety objectives. 

In all cases, the company itself is responsible for the measures it takes to ensure its security objectives. 

Any liability for possible damage resulting from incorrect use of the information provided here is 

excluded. 

 


